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	CII
	Chartered Insurance Insitute

	IFIG
	Insurance Fraud Investigators Group

	IFB
	Insurance Fraud Bureau

	SPOC
	Single Point of Contact

	RAD1
	Request for Access to Data form 1 – used to request data from another organisation

	RAD2
	Request for Access to Data form 2 – used to respond to a request for data from another organisation

	GDPR
	General Data Protection Regulations [Regulation (EU) 2016/679)]

	DPA
	Data Protection Act 2018

	ICO
	Information Commisioner’s Office




[bookmark: _Toc390881441]Introduction

1.1. [bookmark: _Toc390881442]Purpose of Document
1.1.1. This document sets out industry Best Practice Guidance for making and responding to requests made under Schedule 2, Part 1 Paragraph 2 (hereafter Sch2, Part 1, Para 2) of the Data Protection Act 2018. It sets out Best Practice Guidance for subscribing organisations to follow. 
1.1.2. This Best Practice Guidance was developed by the CII New Generation Group 2013 through a consultation process focused on the insurance industry. 
1.1.3. Although it is initially envisaged that insurers and solicitors will be the main adopters of this Best Practice Guidance, there are no restrictions upon which organisations may adopt this Best Practice Guidance.
1.1.4. This Best Practice Guidance can be used in respect of any request made under Sch2, Part 1, Para 2, e.g. requests for disclosure under the crime exemption made in respect of claims, underwriting or financial crime.
1.2. [bookmark: _Toc390881443]The Aims of the Industry Best Practice Guidance
1.2.1. The aims of this industry Best Practice Guidance are:

· to provide clarity on the use and application of Sch2, Part 1 Para 2 of the DPA within the Insurance industry;
· to improve the quality of requests made under Sch2, Part 1 Para 2 within the insurance industry;
· to improve the quality of responses to requests made under Sch2, Part 1 Para 2 within the insurance industry, even where the data controller is unable or unwilling to disclose the information requested;
· to increase regulatory compliance with the DPA within the insurance industry; 
· to significantly reduce the number of requests made under Sch2, Part 1 Para 2 within the insurance industry that do not contain sufficient information for a data controller to make a judgement on whether or not the information requested should be disclosed;
· to increase the number of responses issued to Sch2, Part 1 Para 2 requests within the insurance industry;
· to increase the speed at which requests under Sch2, Part 1 Para 2 of the DPA are responded to within the insurance industry;
· where appropriate, to increase the sharing between insurers of relevant personal data using Sch2, Part 1 Para 2 requests; and
· to establish a controlled agreement with the SPOCs of all participating organisations taking mutual responsibility to keep updated in respect of this Best Practice Guidance.
1.3. [bookmark: _Toc390881444]Data Protection and the Crime and Taxation Exemption
1.3.1. The DPA governs how organisations can use personal information that they hold. 
1.3.2. The DPA generally does not permit any person or organisation to disclose personal data regarding a data subject to a third party if it was not made absolutely clear when the relevant personal data were originally collected that such data would be disclosed to that person or organisation, unless the data subject has been informed of, and consented to, that further disclosure.  
1.3.3. However, there are certain exemptions to this rule, including the exemption set out in Sch2, Part 1 Para 2.
1.3.4. Sch2, Part 1 Para 2 of the DPA includes an exemption to the non-disclosure provisions within the GDPR. The following Articles of the GDPR do not apply when processing data for the prevention and detection of crime:

· Article 13(1) to (3) (personal data collected from data subject: information to be provided);
· Article 14(1) to (4) (personal data collected other than from data subject: information to be provided);
· Article 15(1) to (3) (confirmation of processing, access to data and safeguards for third country transfers);
· Article 16 (right to rectification);
· Article 17(1) and (2) (right to erasure);
· Article 18(1) (restriction of processing);
· Article 19 (notification obligation regarding rectification or erasure of personal data or restriction of processing);
· Article 20(1) and (2) (right to data portability);
· Article 21(1) (objections to processing);
· Article 5 (general principles) so far as its provisions correspond to the rights and obligations provided for in the provisions mentioned in sub-paragraphs (i) to (ix); and Articles the first data protection principle, except to the extent to which it requires compliance with the conditions in Schedules 2 and 3 to the DPA;
· the following provisions of the GDPR (the application of which may be adapted by virtue of Article 6(3) of the GDPR)—
· Article 5(1)(a) (lawful, fair and transparent processing), other than the lawfulness requirements set out in Article 6;
· Article 5(1)(b) (purpose limitation).

Sch2, Part 1 Para 2 allows an organisation to disclose personal data to a third party in circumstances where that organisation would otherwise be prevented from doing so by the GDPR, where the disclosure and processing of personal data is for one of the following purposes:
· the prevention or detection of crime;
· the apprehension or prosecution of offenders; or
· the assessment or collection of any tax or duty or of any imposition of a similar nature, (the “Purposes”); AND
where the application of the non-disclosure provisions in relation to the disclosure in question would be likely to prejudice any of the three Purposes mentioned above. 
1.4. [bookmark: _Toc390881445]Background
1.4.1. The CII New Generation Group 2013 chose to create, through industry consultation, this Best Practice Guidance to improve the quality of data sharing under Sch2, Part 1 Para 2 of the DPA within the insurance industry.
1.4.2. Potential issues with the use of the old Section 29(3) exemption from the DPA 1998 that were identified by the 2013 CII New Generation Group included:
· high volume and poor quality Section 29(3) data requests;
· lack of industry consistency for presenting requests made under Section 29(3);
· confusion over what constitutes a valid request under Section 29(3);
· lack of centralised management information within organisations in respect of Section 29(3) requests;
· poor response rates to requests for information made under Section 29(3); and
· data requests under Section 29(3) being ignored altogether.
1.4.3. The ICO is the UK`s independent authority set up to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals. 
1.4.4. All adopters of this Best Practice Guidance should familiarise themselves with its general rules and conduct themselves in line with its principles and also with ICO guidance, the GDPR and the DPA.
1.4.5. The ICO has provided a guide explaining the principles of the GDPR and the DPA which can be found on the website www.ico.org.uk. 
1.4.6. The ICO also provides details on exemptions, including Sch2, Part 1 Para 2 of the DPA, which can be found on the website www.ico.org.uk. 
1.4.7. All adopters of this Best Practice Guidance should ensure that they are familiar with these documents and that such documents are made readily available to their staff.
1.4.8. If any organisation which has adopted this Best Practice Guidance is unsure as to the legal position regarding any request made or proposed to be made under Sch2, Part 1 Para 2 of the DPA, or in respect of any response given or proposed to be given to such a request, then that organisation should seek its own legal advice to ensure compliance with the DPA.


1.5. [bookmark: _Toc390881446]Ownership of Industry Best Practice Guidance
1.5.1. Control and management of this industry Best Practice Guidance will be undertaken by the IFB. Key responsibilities of the IFB include:

· acting as an ambassador for the promotion of this Best Practice Guidance;
· managing the list of organisations that have adopted this Best Practice Guidance;
· ensuring that this Best Practice Guidance is kept up to date;
· encouraging additional organisations to adopt this Best Practice Guidance;
· leadership and hosting of a quarterly forum with the support of adopters of this Best Practice Guidance representing their organisations to discuss and try to resolve any issues in respect of the Best Practice Guidance, (the “IFB Quarterly Forums”); and
· the control and circulation of the SPOC register comprising details of all adopters of this Best Practice Guidance.

1.5.2. The IFB will not act as an arbitrator in the case of any disputes between adopters of the Best Practice Guidance, nor will they deal with complaints by any of the adopters of this Best Practice Guidance. 
1.5.3. Adopters are encouraged to resolve any disputes they may have regarding this Best Practice Guidance between themselves. 



2. [bookmark: _Toc390881447]Spirit of the Best Practice Guidance and S.P.A.R.C Methodology 
2.1. By adopting this Best Practice Guidance, organisations agree to: 

· comply with the GDPR and the DPA;
· abide by the spirit of this Best Practice Guidance, including by:

· ensuring that their employees make requests under Sch2, Part 1 Para 2  of the DPA only where it is necessary and appropriate to do so;
· ensuring that due consideration is given to Sch2, Part 1 Para 2  requests received by them as data controllers;
· ensuring that when personal data are requested under a Sch2, Part 1 Para 2  request, but they cannot or are unwilling, as data controllers, to disclose such personal data to the requester, a detailed reason is provided to the requester; 
· ensuring that their staff are appropriately trained in the use of Sch2, Part 1 Para 2 , both in circumstances where organisations are acting as data controllers and where organisations are acting as data requesters; 
· ensuring that their SPOC details are kept fully up to date with the IFB; and
· ensuring that a representative attends and fully participates in the IFB Quarterly Forums which are organised the IFB. 


The S.P.A.R.C Methodology
When making a request under Sch2, Part 1 Para 2 of the DPA, put yourself in the position of the reviewer/recipient of the request and consider whether you would be satisfied with the level/content of information provided to justify the request.  A good test for this is ‘S.P.A.R.C’ methodology.
The S.P.A.R.C. Methodology should be used to assist those making a request and/or responding to a request under Sch2, Part 1 Para 2 of the DPA to ascertain whether that request is compliant, by considering:
The Subject matter of the data request and whether this has been clearly set out in the request.
The Proportionality of the information requested in relation to the investigation requirements of the requester. 
Whether there has been a clear Articulation of concerns by the requester and how the requested data are relevant to one or more of the Purposes, (i.e. the commission or threatened commission of a particular crime, the apprehension or prosecution of particular offenders and/or the assessment or collection of any particular tax, duty or imposition of a similar nature).
Consideration should be given to whether the data requested are Relevant to the crime or taxation Purposes being investigated.
The requestor should be able to clearly state what Crime or taxation Purpose they are investigating.  

3. [bookmark: _Toc390881448]Best Practice 

3.1. [bookmark: _Toc390881449]Compliance with the Best Practice Guidance within Your Organisation
3.1.1. Compliance with this Best Practice Guidance should be the responsibility of the Claims Director, Underwriting Director, Data Protection Officer or another suitably senior nominated person.  
3.2. [bookmark: _Toc390881450] Suggested Roles and Responsibilities
3.2.1. Claims Director, Underwriting Director, Data Protection Officer or another suitably senior nominated person - responsible for ensuring that the relevant organisation complies with the terms and conditions of this Best Practice Guidance.
3.2.2. Fraud Manager - responsible for day to day compliance with this Best Practice Guidance for the relevant organisation and the IFB’s principle point of contact in respect of this Best Practice Guidance.  
3.2.3. SPOC - responsible for co-ordinating the receipt of responses for the organisation and for being the other adopters’ principle point of contact in respect of day to day queries. 
3.2.4. Fraud/Intelligence Handlers - responsible for the day to day despatch and response to requests in strict compliance with this Best Practice Guidance. 
3.2.5. Case Handlers - responsible for the identification of requests and compliance with this Best Practice Guidance.
3.3. [bookmark: _Toc390881451]Use of Pre-Defined Templates (Forms RAD1 & RAD2)
3.3.1. When making a Sch2, Part 1 Para 2 request the Form RAD1 template should be used – see Appendix 1.
3.3.2. When responding to a Sch2, Part 1 Para 2 request the Form RAD2 template should be used – see Appendix 2. 
3.3.3. Each request and response must be completed on their own merits. It is not acceptable to pre-fill the templates – doing so goes against the spirit of this Best Practice Guidance. 
3.3.4. Guidance on how to complete the Form RAD 1 and Form RAD2 templates is set out in Appendices 1 and 2 to this Best Practice Guidance. 
3.4. [bookmark: _Toc390881452]Changing the Templates
3.4.1. No changes to the Form RAD1 and Form RAD2 templates should be made, without the agreement of the IFB. 
3.5. [bookmark: _Toc390881453]Making a Request
3.5.1. As noted above, when making a Sch2, Part 1 Para 2 request Form RAD1 must be completed – see Appendix 1. 
3.5.2. Any request must comply with the data protection provisions of the GDPR and DPA.
3.5.3. When making a Sch2, Part 1 Para 2 request, the requester should be satisfied that the content of the request is sufficient to satisfy the relevant data controller that it can disclose the information requested under Sch2, Part 1 Para 2. 
3.5.4. A requester should use the S.P.A.R.C. Methodology to assist in this process – see Section 2. 
3.5.5. Requesters should refer to the IFB maintained SPOC register to establish which email address the request should be sent to.
3.5.6. Requesters should attach completed Form RAD1s to an email containing a digital ‘signature’ confirming who is making the request. This should contain the name, title and contact details of the individual making the request on behalf of the relevant organisation and the name of the relevant organisation.
3.5.7. Requesters should ensure that the request is sent in line with the relevant organisation’s policy on the safe transfer of data e.g. encrypted email.
3.5.8. Where a response to a Sch2, Part 1 Para 2 request has not been received within a reasonable time, it is recommended that paper chasers are kept to a minimum and only used where the requested information is still required. 
3.6. [bookmark: _Toc390881454]SPOC Register 
3.6.1. Each adopter must submit details of a SPOC for DPA requests to the IFB for publication on its central register.
3.6.2. The name, role and contact details of the SPOC must be provided.
3.6.3. Each organisation should provide details to the IFB of a centralised email account from which Sch2, Part 1 Para 2 requests made by that organisation and to which responses in respect of any such requests made to that organisation should be sent.
3.6.4. Each organisation must keep its entry in the SPOC register up-to-date, informing the IFB of any change prior to the change taking place.
3.6.5. The IFB will regularly circulate the up-to-date SPOC register to all adopters of this Best Practice Guidance.   
3.7. [bookmark: _Toc390881455]Responding to Requests
3.7.1. When responding to a request Form RAD2 must be completed – see Appendix 2. 
3.7.2. Any response must comply with the data protection provisions of the GDPR and DPA.
3.7.3. Whenever an organisation receives a Sch2, Part 1 Para 2 request, such organisation should refer to the IFB SPOC Register to validate the requestor’s contact details. If there is any uncertainty then contact must be made with the SPOC. 
3.8. [bookmark: _Toc390881456]Timescales
3.8.1. All Sch2, Part 1 Para 2 requests which are received by an organisation should be responded to as quickly as possible to maximise potential benefits.
3.9. [bookmark: _Toc390881457]Employee Profiles and Training
3.9.1. In respect of each adopter of this Best Practice Guidance, it is suggested that only the Claims Director, Underwriting Director, Data Protection Officer or other suitable senior person nominated by each adopter of this Best Practice Guidance, the Fraud Manager, the SPOC and the Fraud/Intelligence Handlers should be responsible for making and responding to requests.
3.9.2. Those responsible for making and responding to requests should have undergone appropriate training in respect of Sch2, Part 1 Para 2.
3.9.3. Where a Case Handler has not undergone training and wishes to make or respond to a request, then the request or response Form RAD1 or Form RAD2 templates, as the case may be, should be thoroughly reviewed and countersigned by a person within the relevant organisation who has received appropriate training.
3.9.4. It is recommended that all Case Handlers within each organisation that has adopted this Best Practice Guidance receive internal DPA awareness training to ensure that they can identify a Sch2, Part 1 Para 2 request. 
3.10. [bookmark: _Toc390881458]Escalation of Issues
3.10.1. Repeated non-compliance with this Best Practice Guidance by an adopter of this Best Practice Guidance or systemic issues within a relevant organisation should be discussed at the IFB Quarterly Forums or alternatively by utilising existing relationships between adopters of the of this Best Practice Guidance. 
3.10.2. As noted above, the IFB will promote use of this Best Practice Guidance and facilitate the IFB Quarterly Forums, but will not in any way act as an arbitrator in the case of any disputes between adopters of this Best Practice Guidance nor will they deal with complaints by any adopters of this Best Practice.  Adopters are encouraged to resolve any disputes they may have regarding the Best Practice between themselves. 
3.11. [bookmark: _Toc390881459]Recording Requests
3.11.1. All incoming and outgoing requests made under Sch2, Part 1 Para 2 of the DPA should be recorded centrally within your organisation. Guidance on recording requests is set out in section 4.1 of this Best Practice Guidance.
3.11.2. It is suggested that adopter of this Best Practice Guidance builds on the minimum information to conduct a more detailed analysis as set out in Section 4 of this Best Practice Guidance below. 
3.12. [bookmark: _Toc390881460]Analysis of Data
3.12.1. The data collected under Paragraph 3.11 of this Best Practice Guidance should be analysed by each organisation on a regular basis. Any trends and/or training needs should be identified and a root cause analysis in respect of such trends and/or training needs completed to determine appropriate corrective action.
3.12.2. Each adopter of this Best Practice Guidance should review such data to ensure it’s compliance with this Best Practice Guidance. It is suggested that this should involve a review of the volume of compliant Sch2, Part 1 Para 2 requests incoming and outgoing and the speed of responses. 
3.12.3. Any training needs in respect of Sch2, Part 1 Para 2 requests which are identified should be resolved as soon as possible. 
3.12.4. It is suggested that benefits of compliance with this Best Practice Guidance are tracked and recorded, with output shared at the IFB Quarterly Forums, as appropriate.
3.13. [bookmark: _Toc390881461]Supplier Relationships
3.13.1. It is recommended that adherence to this Best Practice Guidance should form part of each adopter organisation’s technical audit and supplier audit process. 
3.13.2. This Best Practice Guidance is not intended to override any pre-existing or internal service or contractual agreements between insurers and their service providers.
3.13.3. It is expected that when sharing information, suppliers used by insurance companies will comply with Sch2, Part 1 Para 2 of the DPA and adhere to the processes set out in this Best Practice Guidance.

4. [bookmark: _Toc390881462]Collecting Management Information Guidance

4.1. The following provides a basic framework for the collection of management information, (“MI”) relevant to this Best Practice Guidance:

· Making a request under Sch2, Part 1 Para 2 of the DPA:

· name of the organisation the request has been sent to
· reason for request (which of the Purposes does the requester wish to process the relevant personal data for, i.e. the purposes of the prevention or detection of crime, the apprehension or prosecution of offenders, and/or the assessment or collection of any tax or duty or any imposition of a similar nature?)
· details of the nature and extent of the personal data requested
· details of the specific Purposes the requested personal data will be used for
· details of why the requested personal data cannot be obtained from another source
· details of why not releasing the requested personal data would be likely to prejudice/significantly harm the stated Purposes
· reference number (requester’s organisation)
· reference number (responder’s organisation)
· date request was sent
· date request was responded to if a response is received
· details of how the request was responded to (Options: Fully; In Part; No Response-No Information; No Response-Not Compliant; No Response-Not Specific)
· did the response help achieve a saving?

Responding to a request under Sch2, Part 1 Para 2 of the DPA:
· name of the organisation who has made the request
· reason for the request (which of the Purposes does the requester wish to process the relevant personal data for, i.e. the purposes of the prevention or detection of crime, the apprehension or prosecution of offenders, and/or the assessment or collection of any tax or duty or any imposition of a similar nature?)
· details of the nature and extent of the personal data provided
· details of the specific Purposes the personal data provided will be used for
· details of why the requested personal data cannot be obtained from another source
· details of why not releasing the requested personal data would be likely to prejudice/significantly harm the stated Purposes 
· reference number (requester’s organisation)
· reference number (responder’s organisation)
· date request was sent
· date request was responded to
· details of how the request was responded to, (Options: Fully; In Part; No Response-No Information; No Response-Not Compliant; No Response-Not Specific)
· did the response help achieve a saving?
Below is an example MI template:




[bookmark: _Toc390881463]Appendix 1 - RAD1 Form 



This document is to be used when making a request under Sch2, Part 1 Para 2 of the DPA, (see Section 3.5)

[bookmark: _Toc390881464]Completing RAD 1 Guidance


(To open, right click on the document and choose ‘Presentation Object’ and ‘Edit’).
This document is to be used as guidance on how to complete Form RAD1.
The purpose of this document is to clarify what information is required, why that information is required and why the form is formatted in the way it is.
All fields are mandatory (unless stated otherwise) to ensure compliance with the DPA and this Best Practice Guidance. Failure to complete Form RAD1 correctly may result in information not being shared.
[bookmark: _Toc390881465]FAQ:

Q: Why is Form RAD1 in Microsoft Word (and not Excel, which allows more data to be added)?
A:  It was decided to produce Form RAD1 in Microsoft Word (as opposed to Excel) to allow ease of inputting data - the request needs to contain sufficient information for the responding organisation to be able and willing to share the requested information. Free text is encouraged, as the view following consultation was that template content has no place in fraud enquiries. 
Q: What if my request relates to multiple data subjects?
A: If a request relates to multiple data subjects, please complete a new Form RAD1 in respect of each data subject. 
Q: Can I edit the form in any way?
A: The template Form RAD1 should not be edited in any way other than to input the relevant information. If the template Form RAD1 is edited, it will lead to non-standard Sch2, Part 1 Para 2 requests being made which are likely to be rejected by the responding organisation that is being asked to provide the requested information. 
Q: What if I think the form should be changed - what is the process for doing that?
A: Suggested alterations to the template Form RAD1 should be raised with the IFB at the IFB Quarterly Forums. The IFB is authorised to agree any changes to the template Form RAD1 and issue updated versions to all adopters of this Best Practice Guidance.
Q: Why aren’t there drop down lists (e.g. for suspected crime etc.)?
A: Use of drop down lists was considered for certain areas of Form RAD1, however through consultation it was agreed that drop down lists could lead to requesters not properly considering every aspect of the request, leading to more non-compliant requests.
Q: How do I send a RAD1 Form?
A: Completed Form RAD1s should be sent in PDF format, attached by email. Requesting organisations should follow their own internal IT security policies, but it is recommended that all emails containing Form RAD1 requests should be encrypted where possible. 
Q: Which pieces of information are mandatory?
A: Completion of all parts of Form RAD1 is mandatory, apart from the ‘either/or’ boxes highlighted in this Best Practice Guidance (e.g. the date of birth or National Insurance number of the relevant data subject, or additional information if none is available). This is to ensure that the responding organisation has all the information it requires to be able to respond to a request where possible. Failure to complete all areas of Form RAD1 will increase the risk of a request not being met. 
Q: How do I know who to send requests to?
A: Form RAD1s should be sent by the requester to the relevant contact at the organisation that the Sch2, Part 1 Para 2 is being sent to as included in the IFIG maintained DPA request contact list. In the absence of a published contact, the requestor must consider the most appropriate contact at the organisation that the Form RAD1 is being sent to.


[bookmark: _Toc390881466]Appendix 2 –RAD2 Form


This document is to be used when responding to a request made under Sch2, Part 1 Para 2 of the DPA, (see Section 3.7)
[bookmark: _Toc390881467]Completing RAD 2 Guidance


(To open, right click on the document and choose ‘Presentation Object’ and ‘Edit’)
This document is to be used as guidance on how to complete Form RAD2.
The purpose of this document is to clarify what information is required, why that information is required and why the form is formatted in the way it is.
[bookmark: _Toc390881468]FAQ
Q: Do I need to respond to every request made under Sch2, Part 1 Para 2 of the DPA?
A:  To maximise the benefits of this Best Practice Guidance, every adopter of this Best Practice Guidance should try and respond to all requests made under Sch2, Part 1 Para 2  of the DPA (even if non-compliant), even if it is to confirm that the requested personal data will not be provided to the requester. This will ensure that there is confidence that all Sch2, Part 1 Para 2 requests are being reviewed and any non-compliance issues can be addressed to help increase compliance across the insurance industry. The number of non-compliant Sch2, Part 1 Para 2 requests should therefore reduce over time.
Q: What do I need to consider when deciding if a Sch2, Part 1 Para 2 request is compliant?
A: The responding organisation must carefully consider any request set out in a completed Form RAD1 and satisfy itself that such request complies with Sch2, Part 1 Para 2 of the DPA.
The responder must complete in full the version controlled Form RAD2 in respect of all requests for personal data made under Sch2, Part 1 Para 2 of the DPA and return the completed Form RAD2 to the relevant requester.
There is a duty placed on responding organisations to ensure that any personal data that they release in response to a request for personal data made under Sch2, Part 1 Para 2 is appropriate and relevant in the context of the request made, (please see below for further details of the ‘S.P.A.R.C.’ Methodology, which is intended to assist a responding organisation in this regard).
Responding organisations should remember that data controllers are not legally compelled to share information under Sch2, Part 1 Para 2 of the DPA, if they choose not to do so (unless the requester obtains a court order requiring the release of the requested personal information).
S.P.A.R.C.:
S = Subject of Data
· It is important that a responding organisation understands who the main data subject/s are in respect of each request that it receives under Sch2, Part 1 Para 2 of the DPA. The data subject is the individual about whom the requester wishes to obtain data.
· Generally speaking, the data subject dictates the context by which it can be decided whether any requested information is relevant and proportionate to the processing of the requested personal data for the stated Purpose(s).
· If, for example, medical report data is requested pertaining to a stated data subject’s injuries and that data subject is suspected of fraud, the request is likely to be relevant as it relates to an individual who has been identified as a suspected fraudster.

P = Proportionality
· Even if a crime is suspected, this will not justify the sharing of every piece of potentially relevant information without thought.
· Responding organisations should take care not to provide requesters with more information than has been requested.
· The specific information requested should be considered carefully, taking into account all known suspicions, in deciding whether providing the requested data is proportionate to the investigation’s requirements of the requester.

A = Articulation of Concerns
· The responding organisation must be satisfied that reasonable concerns/reasons exist which directly relate to the suspected crime (or other Purpose) stated by the requester and which would justify disclosure of the relevant personal data under Sch2, Part 1 Para 2  by the responding organisation taking into account:

· the reason for the request (which of the Purposes does the requester wish to process the relevant personal data for?)
· the nature and extent of the personal data requested
· the specific Purposes the personal data provided will be used for
· why the requested personal data cannot be obtained from another source
· why not releasing the requested personal data would be likely to prejudice/significantly harm the stated Purposes 

· The responding organisation does not need full sight of every last piece of evidence or intelligence held by the requester which would justify releasing relevant personal data, but it should have sight of the key evidence or fraud indicators which justify the release of the requested data under Sch2, Part 1 Para 2 of the DPA.
· In cases of suspected fraud, the test should be that, when presented with the facts, would the responding organisation have concerns that fraud is taking place? 

R = Relevance 
· The responding organisation must be satisfied that all requested data is relevant to the particular crime being investigated, or other stated Purpose.
· The responding organisation should consider this by asking itself what information it would request when investigating the same matter.
· The responding organisation should only consider disclosing the requested personal data if it can clearly be put to use by the requestor in investigating or defending a fraud or other crime, (or in the pursuit of another stated Purpose).

C = Crime
· The responding organisation must be satisfied that a criminal act (or some other Purpose) is being investigated. The responding organisation must be clear as to exactly what is being alleged.
· In the context of the insurance industry the crime that requesters will be trying to prevent will usually be fraud and may include: fraud by false representation; fraud by failing to disclose; and/or fraud by abuse of position.
· Many requests made under Sch2, Part 1 Para 2 of the DPA in the context of the insurance industry are likely to relate to organised fraud, motor fraud and opportunistic motor/casualty insurance frauds.

Q: In what format should I make the response?
A: Completed Form RAD2s should be sent in PDF format, attached by email. Responding organisations should follow their own internal IT security policies, but it is recommended that all emails containing Form RAD2 responses should be encrypted where possible. 
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Good Practice - MI Template.xlsx
Sheet1

				Making a request



				Name of organisation request has been sent to		Reason for request		Reference (Yours)		Reference (Theirs)		Date request sent		Date request responded to		Was it responded to?		Did the request help achieve a financial saving?

		Options				Prevention/detection of crime										Yes - Fully

						Apprehension/prosecution of offenders										Yes - In part

																No - No info

																No - Not compliant

																No - Not specific













				Responding to a request

				Name of organisation who has made the request		Reason for request		Reference (Yours)		Reference (Theirs)		Date request sent		Date request responded to		Was it responded to?		Did the request help achieve a financial saving?

		Options				Prevention/detection of crime										Yes - Fully

						Apprehension/prosecution of offenders										Yes - In part

																No - No info

																No - Not compliant

																No - Not specific



















Sheet2





Sheet3
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		REQUEST FOR ACCESS TO DATA (RAD1) 

UNDER THE DATA PROTECTION ACT 2018 Sch2, Part 1, Para 2 

(RESTRICTED)





		

		

		

		



		

		

		

		



		To:

		Click here to enter text

		

		



		

		

		

		



		Our Reference:

		Click here to enter text

		Our Date of Concern (e.g. loss date):

		Click here to enter text



		

		

		

		



		Your Reference :

		Click here to enter text

		Your Date of Concern (e.g. loss date) :

		Click here to enter text



		

		

		

		





		RAD Protocol



		This document is completed as per the agreed industry best practice guidance.  As such we request that a response is received  as quickly as possible to maximise potential benefits.





		Request for information under Sch2, Part 1 Para 2  of the Data Protection Act 2018



		



		I declare I am requesting personal data for the purposes of: (i) the prevention or detection of crime; and / or (ii) the apprehension or prosecution of offenders; and / or (iii) the assessment or collection of any tax or duty or of any imposition of a similar nature 



		

		



		Please provide specific details of the suspected crime or other relevant purpose(s) for which the specific information is being requested.



		Click here to enter text





		If requesting personal data for the purpose of the prevention or detection of crime and/or the apprehension or prosecution of offenders, please clarify what indicators led you to suspect this offence.



		Click here to enter text





		Please state how non-release of the specific information you have requested is likely to prejudice your enquiries/significantly harm the stated purposes for which the information is being requested.



		Click here to enter text





		Please explain why you cannot obtain this information from another source.



		Click here to enter text







		



		Details of requester



		



		Name of requesting organisation:




		Click here to enter text



		



		Address of requesting organisation:




		Click here to enter text



		



		Name of requester:




		Click here to enter text



		



		Job title of requester:




		Click here to enter text



		



		Contact Telephone Number:

		Click here to enter text

		

		Contact Email:

		Click here to enter text



		



		Please respond to:

		Click to enter email

		Click to enter address





		Details of data subject (for multiple subjects please complete multiple boxes, by unprotecting sheet and copying and pasting a new data subject box in)



		



		Identity of data subject: 



		Click here to enter text



		



		Date of birth:


		Click here to enter text

		OR

		National Insurance number:

		Click here to enter text



		



		Address :




		Click here to enter text



		



		Any additional information:



		Click here to enter text



		



		What information are you requesting?  Please be specific.  Please provide details of the nature and extent of the requested information and why it is relevant and proportionate to the stated purpose(s).  It is not acceptable to request a full file or simply any information that the responding organisation may have on the data subject.






		Click here to enter text







		

		



		DECLARATION






		



		This information is requested pursuant to Sch2, Part 1 Para 2 of the Data Protection Act 2018.  


We confirm that any data supplied to us  pursuant to this request will be processed in accordance with the Data Protection Act 2018

We agree to use the data supplied to us pursuant to this request for the purposes specified above only.


In accordance with the provisions of the Data Protection Act 2018, we will treat any data provided to us pursuant to this request in confidence and will destroy securely any data that is not relevant or applicable to the purposes stated above.

By completing the below I confirm I am authorised by my organisation’s internal procedures to request this information.



		Name:

		Click here to enter text

		Job Title:

		

		Click here to enter text



		



		Organisation:

		Click here to enter text

		

		Date:

		Click here to enter text





Form RAD1    
 Version 5   Restricted 
3/3




image5.emf
Completing RAD 1  V2.ppt


Completing RAD 1 V2.ppt


Industry Best Practice Guide:

Schedule 2, Part 1, Paragraph 2



Completing RAD 1:

Step by Step Guide

This document is to be used as a guidance on how to complete Form RAD1.



The purpose of this document is to clarify what information is required, why that information is required and why the form is formatted in the way it is.



All fields are mandatory (unless stated otherwise) to ensure compliance with the DPA and the Best Practice Guidance. Failure to complete Form RAD1 correctly may result in information not being shared.

Completing RAD 1: Version 2 14/05/2018 







RAD 1: Completing page 1

What to enter: Enter here the name of the organisation of whom you are making the request.

Why required: To be clear who you are making the request of. 

What to enter: Your reference and the reference of the organisation from whom you are requesting information.

Why required: To ensure that the claims the request relates to can be easily identified.

What to enter: Date of your relevant incident / date of concern and date of the relevant incident / date of concern of the organisation that you are requesting information from.

Why required: To be sure that the claims that the request relates to can be easily identified.

This box relates to the fact that adopters of the Best Practice Guidance have agreed to reply to  Sch2, Part 1, Para 2 requests as quickly as possible.







RAD 1: Completing page 1

This statement reminds the person completing the form that Schedule 2, Part 1, Paragraph 2 of the DPA only allows sharing of information for these purposes.

What to enter: A clear description of the suspected criminal act or other relevant purpose(s) for which the specific information is being requested.

Why required: The responding organisation must know what crime is suspected or the other relevant purpose(s) for which the specific information will be used.

Example: “The claimant is suspected of having induced the collision with our policyholder.”

What to enter: If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, set out the key fraud indicators that lead you to suspect that a crime has been committed.

Why required: The responding organisation must be satisfied that these indicators justify concerns that a crime has been committed.

Example: “Our policyholder advises that the third party braked hard for no apparent reason. Damage claimed is inconsistent with the circumstances of the accident”.

What to enter: This response must satisfy the responding organisation that they are the only and most appropriate source of data.

Why required: To ensure compliance with the DPA, the information requested should not be available elsewhere.

Example: “You are the third party insurer and the requested information is not available from any industry database or other source.”

What to enter: This should not be generic wording, but should explain how/why the non-release of the requested information would be likely to impact upon/prejudice/significantly harm your own strategy.

 Why required: To ensure compliance with the DPA, you must confirm that non-release of the requested information would be likely to prejudice your enquiries or other stated purpose(s) for which the information has been requested.



Example: “We are attempting to build a similar fact evidence defence in light of numerous other dubious claims.  As such, we required this information to assist with building our defence.”

For practical examples see the final page “examples”

!







RAD 1: Completing page 2

What to enter: Name and address of organisation requesting the information.

Why required: To ascertain who the request is from.

 

What to enter: Name and job title of the person requesting the information.

Why required: To help verify who the request is from.

What to enter: Email address of the person requesting the information.

Why required: To allow ease of contact for any queries.

 

What to enter: Either the email address or address you would like the Form RAD2 response to be sent to. 

Why required: To allow a response to be sent easily and to provide a point of contact for any queries.

What to enter: Telephone number of the person requesting the information.

Why required: To allow ease of contact for any queries.







RAD 1: Completing page 2

What to enter: Name of the data subject to whom the request relates.

Why required: A request must concern a specific data subject. If your request concerns multiple data subjects a separate Form RAD1 should be completed for each request.

Example: Ensure the full name of the data subject is included.

 

What to enter: Either the date of birth or National Insurance number and the address of the data subject to whom the request relates.

Why required: To ensure data is only shared about the correct data subject.

 

What to enter: The specific information you are requesting, details of the nature and extent of the requested information and why it is relevant and proportionate to the stated purpose(s).

Why required: The requester must specify exactly what information it requires. All requested data or documentation must be relevant and proportionate to the investigation.

Example: “We require a description of the accident circumstances; names of any witnesses; and a full copy of your engineering report.”

 

What to enter: Any additional information that would help to verify the identity of the relevant data subject. 

Why required: To ensure that only data concerning the correct data subject is shared.

Example: Vehicle registration; telephone number.

 

 



















RAD 1: Completing page 3

What to enter: Date request made. 

Why required: The responding organisation will respond as quickly as possible (in accordance with the Best Practice Guidance). This date should be the same date as the request is sent via email to the responding organisation.

What to enter: Name, job title and organisation of requester. 

Why required: The requester, by inputting their name and details, is declaring they are acting in accordance with the DPA. 







RAD 1: Examples for pages 1 and 2

Suspected crime or other relevant purpose(s)

A clear description of the suspected criminal act or other relevant purpose(s) for which the specific information is being requested should be provided.  The responding organisation must know what crime is suspected or the other relevant purpose(s) for which the specific information will be used.

Indicators of criminal activity 

If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, please clarify what indicators led you to suspect this offence. The responding organisation must be satisfied that these indicators justify concerns that a crime has been committed.

EXAMPLE

EXAMPLE

		Please provide details of the suspected crime or other relevant purpose(s) for which the specific information is being requested.

		“The claimant is suspected of having induced the collision with our policyholder.”




		If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, please clarify what indicators led you to suspect this offence.  

		“Our policyholder advises that the third party braked hard for no apparent reason. Damage claimed is inconsistent with the circumstances of the accident.”





























RAD 1: Examples for pages 1 and 2

Impact of non-release

This should not be generic wording, but should explain how/why the non-release of the requested information would be likely to impact upon/prejudice/significantly harm your own strategy.

Why this source?

This response must satisfy the responding organisation that they are the only and most appropriate source of data.

EXAMPLE

EXAMPLE

		Please state how non-release of the specific information you have requested is likely to prejudice your enquiries/significantly harm the stated purposes for which the information is being requested.

		“We are attempting to build a similar fact evidence defence in light of numerous other dubious claims. As such, we require this information to assist with building our defence.”



		Please explain why you cannot obtain this information from another source.

		“You are the third party insurer and the requested information is not available from any industry database or other source.”





























RAD 1: Examples for pages 1 and 2

Specific information being requested

The requester must specify exactly what information it requires. All requested data or documentation must be relevant and proportionate to the investigation.

EXAMPLE

		What information are you requesting?  Please be specific. Please provide details of the nature and extent of the requested information and why it is relevant and proportionate to the stated purposes. It is not acceptable to request a full file or simply any information the responding organisation may have on the data subject.  

		“We require a description of the accident circumstances ; names of any witnesses; and a full copy of your engineering report.”
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RAD Protocol

This dacument s completad a per the aBreed INdustry best pradie guIdance. 5 such we raquest hat 3 respams e b received 25
quickly 3s possible ta maximise putential beneits





Request for information under Sch2, Part 1 Para 2 of the Data Protection Act

1 decare | am requesting personal data for the purposes of: ) the prevention or detection of crime; and /
or (i) the apprehension or prosection of offenders; and o (ii) the assessment or collection of any tax
or duty or of any imposition of a similar nature

Please provide specific details of the suspected crime or other relevant purposels) for which the
specific information is being requested.

Click here to enter text

Ifrequesting personal data for the purpose of the prevention or detection of crime and/or the
apprehension or prosecution of offenders, please clarify what indicators led you to suspect this
offence.

Click here to enter text

Please state how non-release of the specific information you have requested is likely o prejudice
your enquiries/significantly harm the stated purposes for which the information is being requested.

Click here to enter text

Please explain why you cannot obtain this information from another source.

Click here to enter text





Details of requester

Name of requesting organisation:

Address of requesting

arganisation:

Name of requester.

Jobtitle of requester:

Clickhere to entertext

Clickhere to entertext

Clickhere to entertext

Clickhere to entertext

Contact Telephone
Number;

Clickhere to enter
text

Contact
Email

Clickhere to entertext

Please respondto

Clickto enteremail

Clickto enteraddress





Details of data subject (formultiple subjects please complete multiple boxes, by unprotecting
sheet and copying and pastinga new data subject boxin)

Idertity of data subject Clickhere to entertext

Date of birth: Clickhere to enter | OR  National Insurance [[Clickhere to entertext
text number:

Address Clickhere to entertext

Any additional information:

Clickhere to entertext

What information are you requesting? Pleasebe specific, Please provide details of the nature and
extent of the requested information and why it s relevant and proportionate tothe stated
purpose(s). Itisnot acceptable to request a full file or simply any information that the responding
organisation may have onthe data subject,

Clickhere to entertext
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		RESPONSE TO REQUEST FOR ACCESS TO DATA (RAD2) 

UNDER Sch2, Part 1 Para 2 OF THE DATA PROTECTION ACT 2018 

(RESTRICTED)





		

		



		To 

		Click here to enter text



		

		



		Your Reference:

		Click here to enter text



		

		



		Our Reference:

		Click here to enter text



		

		



		Date:

		Click here to enter text



		

		





		RAD Protocol



		This response is made in relation to your Request for Access to Data (RAD1) form dated

		Click here to enter date





		Details of responder



		



		Name of responding organisation:



		Click here to enter text



		



		Address of responding organisation:



		Click here to enter text



		



		Name of responder:



		Click here to enter text



		



		Job title of responder:



		Click here to enter text



		



		Contact Telephone Number:

		Click here to enter text

		

		Contact Email:

		Click here to enter text





		Details of data subject (for multiple subjects please complete multiple boxes, by unprotecting sheet and copying and pasting a new data subject box in)



		



		Identity of data subject: 



		Click here to enter text



		



		Date of birth:


		Click here to enter text

		OR

		National Insurance number:

		Click here to enter text



		



		Address :




		Click here to enter text



		





		Response to request under Sch2, Part 1 Para 2 of the Data Protection Act 2018





		



		Mark as appropriate



		 FORMCHECKBOX 


		We are able to disclose all of the information requested by you.



		

		



		 FORMCHECKBOX 


		We can only disclose part of the information requested by you (detailed in text box below).



		 FORMCHECKBOX 


		No we  We cannot disclose any of the information requested by you because:



		



		

		 FORMCHECKBOX 


		We do not possess the information you have requested.



		



		

		 FORMCHECKBOX 


		The exemption set out in Sch2, Part 1 Para 2 to the Data Protection Act 2018 does not apply to the requested information (please include details in the box below giving reasons as to why the exemption does not apply to the requested information).



		



		Click here to enter text







		The information we enclose / attach is: 



		Click here to enter text







		Reciprocal Request


Mark if appropriate



		



		 FORMCHECKBOX 


		Given the content of the attached information we have provided to you we wish to make our own request for access to personal data under Sch2, Part 1 Para 2 of the Data Protection Act 2018 and direct your attention to the attached Request for Access to Data (RAD1) form.





		DECLARATION






		This information attached is provided pursuant to Sch2, Part 1 Para 2 of the Data Protection Act 2018.We would caution against automatically presuming that any of the individuals mention in the attached information is guilty of an offence. 

Please note that the attached information provided to you should be processed in accordance with the Data Protection Act 2018 and should be used for the purposes specified 



		in your Form RAD1 dated

		Click here to enter text

		Only. 





		In accordance with the provisions of the Data Protection Act 2018, please treat all of the attached information provided to you pursuant to your request as set out in your Form RAD1 dated as above in confidence and destroy securely any data that is not relevant or applicable to the purposes stated in that Form RAD1

The attached information and any other related material or intelligence received from a third party must not be disclosed further without our prior written approval and the prior written approval of the relevant third party.


This Response to Request for Access to Data (RAD2) Form should be signed and completed by the person disclosing the information on behalf of the responding organisation.



		Name:

		Click here to enter text

		

		

		



		



		Organisation:

		Click here to enter text

		

		Date:

		Click here to enter text



		



		Optional Countersignature (if required by responder’s internal procedures)


The disclosure of the information attached is agreed and counter signed by  



		Name:

		Click here to enter text

		

		



		



		Organisation:

		Click here to enter text

		

		Date:

		Click here to enter text





Form RAD2                                                            Version 5                                 
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Completing RAD 1 V2.ppt


Industry Best Practice Guide:

Schedule 2, Part 1, Paragraph 2



Completing RAD 1:

Step by Step Guide

This document is to be used as a guidance on how to complete Form RAD1.



The purpose of this document is to clarify what information is required, why that information is required and why the form is formatted in the way it is.



All fields are mandatory (unless stated otherwise) to ensure compliance with the DPA and the Best Practice Guidance. Failure to complete Form RAD1 correctly may result in information not being shared.

Completing RAD 1: Version 2 14/05/2018 







RAD 1: Completing page 1

What to enter: Enter here the name of the organisation of whom you are making the request.

Why required: To be clear who you are making the request of. 

What to enter: Your reference and the reference of the organisation from whom you are requesting information.

Why required: To ensure that the claims the request relates to can be easily identified.

What to enter: Date of your relevant incident / date of concern and date of the relevant incident / date of concern of the organisation that you are requesting information from.

Why required: To be sure that the claims that the request relates to can be easily identified.

This box relates to the fact that adopters of the Best Practice Guidance have agreed to reply to  Sch2, Part 1, Para 2 requests as quickly as possible.







RAD 1: Completing page 1

This statement reminds the person completing the form that Schedule 2, Part 1, Paragraph 2 of the DPA only allows sharing of information for these purposes.

What to enter: A clear description of the suspected criminal act or other relevant purpose(s) for which the specific information is being requested.

Why required: The responding organisation must know what crime is suspected or the other relevant purpose(s) for which the specific information will be used.

Example: “The claimant is suspected of having induced the collision with our policyholder.”

What to enter: If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, set out the key fraud indicators that lead you to suspect that a crime has been committed.

Why required: The responding organisation must be satisfied that these indicators justify concerns that a crime has been committed.

Example: “Our policyholder advises that the third party braked hard for no apparent reason. Damage claimed is inconsistent with the circumstances of the accident”.

What to enter: This response must satisfy the responding organisation that they are the only and most appropriate source of data.

Why required: To ensure compliance with the DPA, the information requested should not be available elsewhere.

Example: “You are the third party insurer and the requested information is not available from any industry database or other source.”

What to enter: This should not be generic wording, but should explain how/why the non-release of the requested information would be likely to impact upon/prejudice/significantly harm your own strategy.

 Why required: To ensure compliance with the DPA, you must confirm that non-release of the requested information would be likely to prejudice your enquiries or other stated purpose(s) for which the information has been requested.



Example: “We are attempting to build a similar fact evidence defence in light of numerous other dubious claims.  As such, we required this information to assist with building our defence.”

For practical examples see the final page “examples”

!







RAD 1: Completing page 2

What to enter: Name and address of organisation requesting the information.

Why required: To ascertain who the request is from.

 

What to enter: Name and job title of the person requesting the information.

Why required: To help verify who the request is from.

What to enter: Email address of the person requesting the information.

Why required: To allow ease of contact for any queries.

 

What to enter: Either the email address or address you would like the Form RAD2 response to be sent to. 

Why required: To allow a response to be sent easily and to provide a point of contact for any queries.

What to enter: Telephone number of the person requesting the information.

Why required: To allow ease of contact for any queries.







RAD 1: Completing page 2

What to enter: Name of the data subject to whom the request relates.

Why required: A request must concern a specific data subject. If your request concerns multiple data subjects a separate Form RAD1 should be completed for each request.

Example: Ensure the full name of the data subject is included.

 

What to enter: Either the date of birth or National Insurance number and the address of the data subject to whom the request relates.

Why required: To ensure data is only shared about the correct data subject.

 

What to enter: The specific information you are requesting, details of the nature and extent of the requested information and why it is relevant and proportionate to the stated purpose(s).

Why required: The requester must specify exactly what information it requires. All requested data or documentation must be relevant and proportionate to the investigation.

Example: “We require a description of the accident circumstances; names of any witnesses; and a full copy of your engineering report.”

 

What to enter: Any additional information that would help to verify the identity of the relevant data subject. 

Why required: To ensure that only data concerning the correct data subject is shared.

Example: Vehicle registration; telephone number.

 

 



















RAD 1: Completing page 3

What to enter: Date request made. 

Why required: The responding organisation will respond as quickly as possible (in accordance with the Best Practice Guidance). This date should be the same date as the request is sent via email to the responding organisation.

What to enter: Name, job title and organisation of requester. 

Why required: The requester, by inputting their name and details, is declaring they are acting in accordance with the DPA. 







RAD 1: Examples for pages 1 and 2

Suspected crime or other relevant purpose(s)

A clear description of the suspected criminal act or other relevant purpose(s) for which the specific information is being requested should be provided.  The responding organisation must know what crime is suspected or the other relevant purpose(s) for which the specific information will be used.

Indicators of criminal activity 

If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, please clarify what indicators led you to suspect this offence. The responding organisation must be satisfied that these indicators justify concerns that a crime has been committed.

EXAMPLE

EXAMPLE

		Please provide details of the suspected crime or other relevant purpose(s) for which the specific information is being requested.

		“The claimant is suspected of having induced the collision with our policyholder.”




		If requesting personal data for the purposes of the prevention or detection of crime and/or the apprehension or prosecution of offenders, please clarify what indicators led you to suspect this offence.  

		“Our policyholder advises that the third party braked hard for no apparent reason. Damage claimed is inconsistent with the circumstances of the accident.”





























RAD 1: Examples for pages 1 and 2

Impact of non-release

This should not be generic wording, but should explain how/why the non-release of the requested information would be likely to impact upon/prejudice/significantly harm your own strategy.

Why this source?

This response must satisfy the responding organisation that they are the only and most appropriate source of data.

EXAMPLE

EXAMPLE

		Please state how non-release of the specific information you have requested is likely to prejudice your enquiries/significantly harm the stated purposes for which the information is being requested.

		“We are attempting to build a similar fact evidence defence in light of numerous other dubious claims. As such, we require this information to assist with building our defence.”



		Please explain why you cannot obtain this information from another source.

		“You are the third party insurer and the requested information is not available from any industry database or other source.”





























RAD 1: Examples for pages 1 and 2

Specific information being requested

The requester must specify exactly what information it requires. All requested data or documentation must be relevant and proportionate to the investigation.

EXAMPLE

		What information are you requesting?  Please be specific. Please provide details of the nature and extent of the requested information and why it is relevant and proportionate to the stated purposes. It is not acceptable to request a full file or simply any information the responding organisation may have on the data subject.  

		“We require a description of the accident circumstances ; names of any witnesses; and a full copy of your engineering report.”
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RAD Protocol

This dacument s completad a per the aBreed INdustry best pradie guIdance. 5 such we raquest hat 3 respams e b received 25
quickly 3s possible ta maximise putential beneits





Request for information under Sch2, Part 1 Para 2 of the Data Protection Act

1 decare | am requesting personal data for the purposes of: ) the prevention or detection of crime; and /
or (i) the apprehension or prosection of offenders; and o (ii) the assessment or collection of any tax
or duty or of any imposition of a similar nature

Please provide specific details of the suspected crime or other relevant purposels) for which the
specific information is being requested.

Click here to enter text

Ifrequesting personal data for the purpose of the prevention or detection of crime and/or the
apprehension or prosecution of offenders, please clarify what indicators led you to suspect this
offence.

Click here to enter text

Please state how non-release of the specific information you have requested is likely o prejudice
your enquiries/significantly harm the stated purposes for which the information is being requested.

Click here to enter text

Please explain why you cannot obtain this information from another source.

Click here to enter text





Details of requester

Name of requesting organisation:

Address of requesting

arganisation:

Name of requester.

Jobtitle of requester:

Clickhere to entertext

Clickhere to entertext

Clickhere to entertext

Clickhere to entertext

Contact Telephone
Number;

Clickhere to enter
text

Contact
Email

Clickhere to entertext

Please respondto

Clickto enteremail

Clickto enteraddress





Details of data subject (formultiple subjects please complete multiple boxes, by unprotecting
sheet and copying and pastinga new data subject boxin)

Idertity of data subject Clickhere to entertext

Date of birth: Clickhere to enter | OR  National Insurance [[Clickhere to entertext
text number:

Address Clickhere to entertext

Any additional information:

Clickhere to entertext

What information are you requesting? Pleasebe specific, Please provide details of the nature and
extent of the requested information and why it s relevant and proportionate tothe stated
purpose(s). Itisnot acceptable to request a full file or simply any information that the responding
organisation may have onthe data subject,

Clickhere to entertext
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